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WHY PCI, HIPPA, SOX, ISO
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#¥ Remote Deskiop Connection

Remote Desktop

t‘! Connection

|

Usernama:  Naone specified

The computer name field is blank. Enter 8 full remote comput
name

| Comrec [ comeel J[ Hel

DameWare  Terminal 5] vmware

Ve E'E“Anywhere
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Windows

Server MASTER-DC2 -]
Up to January * 2010 - : Print this information
Filter by user -All- v
Results: 1-12 of 12 1
Session Duration Login User Server Client Slides Video
2112009
F 534 PM-8:38 PM Administrator noam MASTER-DCZ2 {local) 1366 @
F 513PM-513PM Administrator noam MASTER-DCZ2 ({local) 2 @
1/28/2009 i CHEER :
|p hitp://obsend] 13d-sedc-edddbaal 238 DicplayOnAlfslsatilsngzen
F 8:49PM-8:50PM Administrator noam MASTER-DCZ {local) 19 @ b t
Details & Tral 3
El 201PM-835PM Administrator noam MASTER-DCZ {local) 118 @ ]0 servet gl

Print this information Print detailed informatid

ObservelT - Login (4.0.3.0)

Program Manager (2)

Group Policy Management  (3)
MNew GPO
Group Policy Objgct Editor  (2)

RTINS —— PP T R -

. Beile
P cocnents penertien
"‘jw*_ Taigel | Goveid Sharg | Secuiy |

& Racre

B

ObservelT

—o

1ature VesBed

Administrator, Wednesday, Janusry 28,
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B unix

Session Duration Login User Server Client

B 11:57 AWM - 11:57 AM  Administrator nfa

2142010
A solarisvmi Client

Print this information

Slides Video

120 (=)

Print detailed information

(=)

= chmod
=l 11:23 thinfchmod a+xftmpfsessian
Time Frocess ID Function  Params
11:23 P 6995 EXEC chmod a+x tmpisession
11:23 MM G995 ClHMOD #rmplsession
= m

= 11:35 fhinftm -f fmplsession

Witdows Dt rereet Db ee

Tirne Process D Function  Params
11:35 PM G996 EXEC rn -fitrmplsession
11:35 PM G996 UMLINK,  fmpisession
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“administrator”
ObervelT

Log On to Windows

i ot ! bservelT - Login {5.0.0/0)
- _ Windows Server2003 r2 0
= F. Enterprise Edition

Copyrigt © 2008 Muciseshl Corpoision

User name: | adrinistrator + Identificatign S

pamnrd_- ] --w-u

User Hame

Carcal Shut D, || Optiors e

Idanielp
Password

[

Domain

VbservelT Authentication

All activity on this machine is
recorded and monitored.

| Agree | Tasks ==
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Session Durglion  Login & Sarver Client Slides Yidea
2172009
3 g2r-en @ Administator  Daniel WASTERDCY  ({local} % ]
1125003
4 T2BPM-G46PM  Administrator  Daniel MASTER-DCY  {localy 510 @
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Server Diary User Diary Configuration Search Reports Training About =
Activities
Activity View
Resources
Search Login |Danie|
‘ Upto |Decemher ElZUUE} El Print this information
Latest Sessions
Serverused | MASTER-DC1 (1/28/2009) [~]

MASTER-DC2 noam
WKSINS Daniel Results: 1-3 0of 3 1
MASTER-EX2 paz Session Duration Login User Semver Client Slides Video
CON-EX1 vaniv 22009
CON-EX2Z ron M 432PM-8:11FPM Administrator Daniel MASTER-DCA {local) 26 @
MASTER-DCA rami 1/25/2009
MASTER-EX1 hen [ \7:28 PM-8:46 PM  Administrator Daniel MASTER-DC1 {localy 510 @
MASTER-CLZ Daniel — -

El 6\15 PM-7:17 PM Administrator Daniel MASTER-DCA {local) 376 @
CON-CLA Daniel

Print this information Print detailed infarmation 2

CON-DCA VOgeY

W192 168 2. 254\0bsemnelTAgent (3) @
Quick Help

Program Manager (13) @
Installati
netataton System Properties  (3) (=]
Getting Started

Computer Mame Changes (3) @

Local Area Connection Status  (6) @

Active Directory Users and Computers (8) [El

dnsmgmt- [DNS] ()

dnsmgmt - [DNSWMASTER-DC1] (2) @ -
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Observel T Message / Warning - Do not stop the backup job!

NOTE: No database admin task may be
performed between 0800 and 1800 GMT

Please enter your support ticket number in b
below.

I~ iAcknowledge| ©

Tupe your reply here: [maw. 500 characters)

@

'it':-"
Caonfigurati. .. Presmaus | ] Firazh
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User Diary Configuration Reports Training
Activities
Activity View

Server MASTER-DC2 [ -]
Up to January » 2010 = : Print this information

Filter by user -All-

Results: 1-12 of 12 1
Session Duration Login User Server Client Slides

2112009

[ 534PM-3:38PM Administrator noanm MASTER-DC2 {local) 1366

#H 513PM-513PM Administrator noanm MASTER-DC2 {local) 2
1/28/2009

[# 849 PM-38:50FPM Administrator noam MASTER-DC2 (local) 19

= 8:01PM-835PM Administrator noam MASTER-DC2 (local) 118

Print this information Print detailed infor:

Dstails & Training (2]

ObservelT - Login (4.0.3.0)

Program Manager (2}

Group Policy Management (3}

MNew GPO :
' i i S e ot
Group Policy Object Editor  (2)
L 5&|Yw L
Hida thaca enarifiad drivac in My T nmnotar Pranartiac - A
3 B T | e A [ i |

& Internet | Protected Mode: On

T b D b i y e s L
sk b

ot Admimintrator, Wednesdey, danuary 290

T R

[ = e o |

& Intzrnes | Protected Mode: On fi v Hibx -
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Report List

Schedualed Reports For Console User:

| Create Mew Custom Report |

Mame

Description Maodified User

Custom Reports

SAMPLE: Admin-related 15M1/08 admin Run Cached Schedule Copy Edit Delete

tasks - Past Week

SAMPLE: App usage All apps used on maonitored 25M0/09 admin Run Cached Schedule Copy Edit Delete

grouped by Server Name - servers. Grouped by Server

Past Week Mame.

SAMDPLE: Apps usage per  Reoport all apps used on the 25M10/09 admin Bun Cached Schedule Copy Edit Delete HTML’XML

Server grouped by App maonitared servers. Grouped by 0\ Excel
Hame - Past Week App Name.

Check All -
Senver Checkal-C
. servar Nama I7] Group Policy Name " instatlation Date
¥ Racording Status [¥] server vere
7! Sessions Count 7] Serveriasl  SElBTECOIUMNS by WAITH o group your repon
Sessions
= 5 25ie 0 oD o Select ariteria o delermina which records 1o display.
T 12 Session Alive [] Machiniotia :S";‘r.v: TName j.:scer:de'; B g - :
= | t - ing [=] Das : st P
" Session Stat DateTime I7] session 5t vz = il Selected Columns
Session Vigeo [ Isessionss b — i Dl B Start Date ) End Date. ::ﬁ: 3:;90“
e [Fl ctlentiam | Sag5ian Stant Date [=] Ascending [=] Date [=] o |Dee =] (5 [=][2009 | B [yan [2] 5 [2][2010 [T asti! Rcording Status
Sazsian bnd Daia S Tol
Sessions Count p
ki enser Last Activit
.an_d‘he!'] by Snrtﬂrde.l G_mup Dates By T S 5t y Date | |
| User Name E!.-‘\scendur;g [=] Date =1 . up
Application Name [=]| contains []lregedit | Past |Weks |2 ] |
i 2] equais = Pas |
T [/ equas = Past i
Hong E| euals E| Past ~] [ = |
E Buottom
None [=]| equats =l |ast|Weeks [5]
blann 5 | PP =i 141
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. Microsoft SCOM, CA-Unicenter, IBM Tivoli, HP OpenView

. URL

CA-Unicenter ObservelT MS SCOM ObservelT
e N - |
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DLLS ObservelT

Eile Edit Search VNiew Tocols Macros Configure Window Help
NeHd BES&RE BRI OIS ZE29 DY 4imRIAA¢ | o e 7 Findincrementally 2

api_recording.js X
D try ol

\ var agentipi = new ActiveXCbhiject ("ObhservelT.AgentAPT.Proxy™):
URL

var sessionld = agentApi.StartByComputerMName [ computerMName.wvalue, newSession) !

seazionld = agentApi.StartByProcessld( processIdText.value, newSession) !

ezzionld = agentiApi.StartByDomainName ( domainText.wvalue, newSession) !

var res = agentiApi.S5topByConmputerName ( computerMName.wvalue, newSession) !

catch (err)

ill error = errc;
4 | i | F
Tool Qutput o X

Search Results Teol Qutput

19 1 Read Owr Block Sync Rec | Caps
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SBack - ) - [T | J0search [ Folders | [ b < %) | [T}~
.. Addeess [} Deskeop
° AES R lendael Mame - i [ Size | T. Distes Modified Attributes
o T — 2]
° "3&(: Taeget | General  Shaiing | Secusiy |
S nke N o ;
PY SSL _@SECL:—' --) Tfelh::l:cnm Ol\:i:hma ehooicol lothe rget 5/2009 7:51 PM A
®
* |PSec
[ ] Bestore Defaut | Move. | FindTaget..
.
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{Administrator, Wednesd:
|
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Sermver Policies
Server Policies Terpplate

Back to Server Policies Teinplates | Linked Servers

Name Default Server Policy Template
— System Policy \
Enable recording
Show tray icon
Enable hotkeys [
Enable recording notification =
Setimage format Gray Scale Server Compression E
Set session timeout (minutes) 15 |Z|
— Offline Policy
Enable 0
Restrictto max number of items 1000 |z|

r ldentification Policy

Enfarce Login

Please enter Domain Name | User Name (i.e ®\administrator or OBSERVEIT\daniel
to enforce identification for that user. You can add multiple users to this list

Domain (* for all) User Name
User \
DomaintiUser Created Date
(| *administrator 112512009

Commercially Confidential

r—User Recording Policy

@ Record all Users

Please enter Domain Name | User Name (i.e ®\administrator or OBSERVEIT\danielp)
to record all users excluding this user. You can add multiple users to this list.

Domain (* for all) User Name

Exclude: User \

Domainiser Created Date

N

™~

@ Record only the following Users

Please enter Domain Name | User Name (i.e “\administrator or OBSERVEIM\danielp)
to only record this users activities and accessed applications. You can add multiple users to this
list.

Domain (* for all) User Name
Enable: User \ Add

DomainiUser Created Date

Remave

r— Application Recording Policy
© Record all applications

Exclude:

Active Directory Installation Wizard - dcpromao.exe E

Ll
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[7] Observell - Permission

€ 2 |C A% http://observeit-sys.com/ObservelT/AdminUserPrmission.aspx?con
Server Diary User Diary Configuration Search =
L]
Console Users
° Console Users
- User Permissions for user : danielp
Identification 5
5 T S
i Backto Console Usars. Save.
u Server Groups .
- Servers
Sanver Policies
Add at least one Server or at least one Server Group 1o grant permissions for this Console User.
This list cannot be left empty,
Mote: Adding the “All Servers” group will grant access to all monitored servers
License )
° SHTP Seffings Server L |
°© Monitor Log Servers Groups | All Servers [=]
° LDAP Seftings MName Type Version Status Date =
D8 Information [Tl All Servers Group
L]
] Aldit
System Log
Check All - Clear All
. AD Latest Sessions
MASTERDCZ  noam jriizess
WKSINS Danisl The Console User will be able to view recordings of sessions made by these users.
[ ] O bse rva I T MASTEREXZ  paz Type In the username that you wantto be able to view. i
CON-EX1 yank Use DomainNamelWserMame (i.e. “adminisirator or OBSERVEIT\danielp).
Alternatively, you can browse for a user.
CON-EX2 ron
MASTER-DCA ram Note that only users that were previously recorded can be entered In this list
e ObervelT MASTER-EX1  hen Domainilser
- MASTER-CL2  Danisl Usie | |
Lt Geckel Domain\User
CON-DC1 yogey | | -
Gl m " [

L]
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I ObservelT

_ ObservelT

Ll il & =4 ObservelT
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I ObservelT

/ * HTTP POST

ObservelT

=4l ObservelT

ObservelT

Network
[ LDAP ][ SIEM ][ Mgmt ]

L ]
Commercially Confidential 1 www.observeit-sys.com



I ObservelT
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DB

ObserveIT
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)> ObservelT

[euondo
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Network
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I ObservelT
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ObservelT
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admin

! Web Console

[euondo

-
|
|
|
|
|
|
|
o e e e e
|
|
|
|
|
|

|
|
o

Network
Mgmt

[ ]
1 www.observeit-sys.com



I ObservelT
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ObserveIT

* Microsoft SQL Server

ObservelT

[euondo

-
|
|
|
|
|
|
|
o e e e e

TCP 1433

' ObservelT

Database
Server

|
|
|
|
|
-
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O
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o
—
SEEED
@
m
<
—
)

Network
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I ObservelT

LDAP
SIEM

- ObserveIT

=4l ObservelT
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Putty.exe

ObservelT
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B HiPAA TOSHIBA

HIPAA ) . MRI,CT,US,X-Ray
. HIPAA
. SLA
» ObservelT
. Citrix
. Toshiba 24x7 SLA
. HIPAA

[ ]
1 www.observeit-sys.com

Commercially Confidential




PCI

PCI . PC

ObservelT
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15027001

elektrotim

ISO 27001 . 1SO
Electrotim . ERP

é IT

144

Przemysfaw Jasiriski * ObservelT TS

IT
Elektrotim
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@ vocaLink

VocaLink

60,000 ATM
90,000,000

2008 ObserbelT

2009
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SIEMENS

Siemens Medical Instruments .

e ObservelT
dd ObservelT
’ ’ : ObservelT
. uptime uptime
Robert Ng, ouw p
Siemens “
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oneZapp

* Web
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14

Vinay Singh
IT
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pelephone

. 1200 IT
Pelephone . ( , CRM, etc.)
ddobservelT .
« 2006: ObservelT
iishtei « 2007: ObservelT
Isaac MI'TS tein « 2008: ObservelT CA-Unicenter
Pelephone " 2008:
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o IT 40 1000

. VNC RDP
Citrix
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I ObservelT

= 2006
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